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SUMMARY:
... Nineteen eighty-four came and went without realizing the bleak existence imagined in George Orwell's novel, set in a world where the terms "privacy" and "freedom" were, literally, scheduled to be erased from the common vernacular. However, a survey of modern technology and its uses just twenty years later raises the question: was Orwell altogether wrong, or just overzealous in his estimates of how long it would take to erode completely our understanding of personal space and privacy? In the context of employment, an Orwellian reality is not as fanciful as once thought, for new developments in employee surveillance programs threaten to bring us closer to the world Orwell envisioned. ... " Thus, a GPS service provider's act of supplying an employer with the information obtained from its tracking system would not constitute publicizing - even if the information was published on a website - as long as only a select group of supervisors has access to the site. ... The court also observed, in dicta, that regardless of Zichwic's status as a parolee, installing a GPS tracking device on a vehicle did not constitute a search because people cannot have an "objectively reasonable expectation of privacy in what is regularly exposed to public view. ... The similarly ill-fated Notice of Electronic Monitoring Act ("NEMA") followed the PCWA in 2000. ...  

TEXT:
 [*164] 

I. Introduction
 
The telescreen received and transmitted simultaneously. Any sound that [a person] made, above the level of a very low whisper, would be picked up by it... . There was of course no way of knowing whether you were being watched at any given moment. How often, or on what system, the Thought Police plugged in on any individual was guesswork. It was even conceivable that they watched everybody all the time... . You had to live - did live, from habit that became instinct - in the assumption that every sound you made was overheard, and ... every movement scrutinized. n1
 
Nineteen eighty-four came and went without realizing the bleak existence imagined in George Orwell's novel, set in a world where the terms "privacy" and "freedom" were, literally, scheduled to be erased from the common vernacular. n2 However, a survey of modern technology and its uses just twenty years later raises the question: was Orwell altogether wrong, or just overzealous in his estimates of how long it would take to erode completely our understanding of  [*165]  personal space and privacy? In the context of employment, an Orwellian reality is not as fanciful as once thought, for new developments in employee surveillance programs threaten to bring us closer to the world Orwell envisioned. n3 With the advent of Global Positioning System ("GPS") tracking services, employers can now purchase technology that allows them to watch everybody all the time and scrutinize every movement.

Other commentators have already expressed concern about various types of employee surveillance. The alarm bells went off when video surveillance and Internet tracking software debuted in workplaces. n4 Still, these practices, limited somewhat by a need to show business-relatedness, have largely found acceptance in some form. n5 GPS monitoring programs, however, raise unique issues that arguably go beyond acceptable boundaries for employee surveillance. Because GPS tracking systems can, have, and likely will continue to capture off-duty movements of employees, n6 this form of surveillance is more nefarious than the types of employee monitoring programs debated elsewhere.

Moreover, in contrast to the at-work monitoring of, for example, e-mail and Internet use, the after-hours stalking of employees bears no relationship to productivity, trade secret theft, or harassment prevention efforts - a few of the reasons employers have proffered to justify monitoring activities in other contexts. n7 GPS is a prime example of "technology [that enables] employers to gather enormous amounts of data about employees, often far beyond what is necessary to satisfy safety or productivity concerns." n8 Even more disconcerting, "the  [*166]  trends that drive technology - faster, smaller, cheaper - [will] make it possible for larger and larger numbers of employers to gather ever-greater amounts of personal data" n9 by saddling their employees with GPS tracking devices.

Location determination technologies have proliferated rapidly in the workplace not only because of technology's seemingly instinctive ability to develop faster than the laws that might control it, n10 but also because federal regulations have lowered the cost of utilizing these services. The Federal Communications Commission ("FCC") imposed a December 31, 2002 deadline on mobile phone service providers to update their product lines to include only phones capable of pinpointing a user's location. n11 This translated to a requirement that new phones function as GPS receivers. Additionally, the regulations tasked service providers with the chore of ensuring that ninety-five percent of their customers possess "location-capable" phones by December 31, 2005 - a deadline that is rapidly approaching. n12 Through this regulation, the FCC hopes to provide faster and more accurate emergency service to those who make 9-1-1 calls from cell phones. n13 But with nearly every cell phone owner toting a GPS tracking device in their pocket or purse, this development also has unintentional benefits for the emerging personnel and fleet management industry. n14 Soon, companies will be able to stalk the large number of people in their workforce who carry cell phones.

Without reasonable statutory restrictions on employee tracking techniques, workers will need to rely on existing laws and doctrines, which this Article will expose as wholly inadequate to handle this emerging problem. n15 Defenseless, employees thus face the danger  [*167]  that electronic devices will erode their personal privacy, n16 a fear first articulated by Samuel D. Warren and Louis D. Brandeis in their seminal work, The Right to Privacy. n17 Once again, "the intensity and complexity of life, attendant upon advancing civilization, have rendered necessary some retreat from the world ... ." n18 Without some form of legal protection for off-duty employees, however, employers will have an unchecked ability to follow them into that retreat, n19 making note of every place an employee stops along the way.

On the other side of the debate, GPS monitoring certainly offers attractive benefits for employers. These devices enable companies to provide faster service and increase productivity through better coordination of employees who work remotely - particularly advantageous features for employers of delivery and maintenance workers. n20 They also function as risk management tools by facilitating faster recovery of stolen property and encouraging respect for traffic rules. n21 But when the workday ends, many of the justifications for monitoring become irrelevant. n22
Additionally, these interests should be weighed against the negative impact that employee surveillance tends to have on its subjects. Monitoring "takes its toll on workers and companies in terms of stress, fatigue, apprehension, motivation, morale, and trust; this results in increased absenteeism, turnover, poorer management,  [*168]  and lower productivity, not to mention higher health-care costs." n23 By failing to legislate in this area and allowing employers to exercise an absolute power to stalk employees around the clock, government implicitly favors the employers' interests over those of employees, who have an equally substantial stake in how the law approaches this issue. For example:


 
Employment is a key source of self-esteem for many workers. Individuals often define themselves by their occupations, which becomes a significant aspect of their personae. Because of the substantial interests individuals have in both employment and in privacy, invasive monitoring puts employees in a "catch-22" situation, forcing them to sacrifice reasonable expectations of privacy because of their need to work. n24
 
The law should not enable employers to put employees in this impossible position.

After-hours GPS monitoring takes two controversial issues in employment law - electronic monitoring and discipline for off-duty activity - and combines them, creating the potential for a "worst of both worlds" situation. Legislators and courts have found reasonable exceptions that separately allow for electronic monitoring in the workplace and off-duty observations in some contexts, n25 but off-duty GPS tracking of employees goes beyond these tolerable limits.

Motivated by these concerns, this Article will attempt to build a case for why and how off-duty GPS tracking of employees should be limited by federal statute. Part II provides historical information regarding the development of GPS technology, how it became a part of civilian business operations, and its impact on workers thus far. Part III explores the potential legal theories that might provide a means for balancing employer interests in using technology that enhances efficiency and employee interests in maintaining some shred of privacy in a world where personal lives are increasingly less  [*169]  distinguishable from work lives. n26 This section concludes, however, that existing legal doctrines are imperfect vehicles for the pursuit of an employee's right not to be monitored after hours. Part IV explores how the law has responded to the use of GPS devices to monitor people in other contexts and observes that, in an unregulated world, the rights of employees most closely resemble those of suspected and convicted criminals, when they should instead correspond with the rights against surreptitious monitoring that state legislators have recently created for consumers. Part V thus seeks to develop an acceptable proposal for a federal law governing after-hours monitoring of employees. This section explores recent failed efforts to create generic employee privacy laws and attempts to remedy the shortcomings of these bills by proposing a more narrow solution targeted at one of the more egregious forms of employee privacy violations: the constant surveillance of the off-duty activities of employees.

II. Technology Background
 
As with other technological developments, GPS tracking systems threaten to outpace lawmakers' abilities to ensure that old rights are not sacrificed in exchange for the "convenience" offered by modern machinery. n27 Blinded by the glowing screen of each new gadget, society generally tends to moon over efficiency gains without considering the true cost of living in a more automated society. The story behind the evolution of GPS monitoring technology reveals another invention falling into this pattern, in which the modern marvel becomes, under some circumstances, the modern menace.

 [*170] 

A. GPS Technology and How It Works
 
From the beginning, the Global Positioning System was designed to track an increasingly mobile population, although not the civilian masses who are now the targets of its unblinking gaze. n28 The military developed the technology after the Vietnam War "to form a worldwide navigational system" n29 that could track troops on the ground in remote locations. n30 The resulting GPS infrastructure consisted of twenty-four primary satellites, arranged in six orbital planes, and a handful of spares n31 that now circle the earth every twelve hours from a distance of about 10,900 nautical miles. n32 At any given time, five satellites are visible from a given point on earth, although determining a receiver's location requires using only three to four satellites. n33 By measuring the length of radio signals emitted by these satellites, a receiver on earth can calculate its own location, within ten to 100 meters, by "triangulating" the signals. n34 Additionally, "if a person is mobile, a GPS receiver may calculate the person's speed and direction of travel ... ." n35
 [*171]  In 1983, after the Russians shot down a disoriented Korean Airlines flight that mistakenly entered Russian airspace, President Ronald Reagan approved the commercial use of the military's GPS infrastructure. n36 At first, civilian use of the technology developed slowly in niche markets such as surveying and aviation. n37 Then, just as the 24-satellite constellation in place today neared completion, "the success of GPS in Operation Desert Storm sparked a surge in a growing multi-million-dollar market that had barely existed just a few years prior to the war." n38 News coverage of "soldiers navigating across a featureless desert" and "bomber units targeting the enemy with unprecedented accuracy" essentially provided free advertising for GPS service providers. n39
The industry grew rapidly after these events and continues to expand. "Some analysts now predict that the burgeoning industry may see annual revenues as high as $ 34 to $ 41 billion by 2006." n40 Additionally, the product line continues to diversify and currently includes services ranging from OnStar's Neverlost system, an onboard navigation tool that guides drivers to a user-specified destination, to Wherify and Digital Angel's personal tracking wristwatches, ideal devices to use when pursuing a kidnapped toddler or rebellious teenager. n41 Despite the ever-expanding array of available services,  [*172]  however, this Article focuses exclusively on one segment of the market: the fleet and personnel management tools that, unbeknownst to many employees, are already in place, monitoring a worker's every move. The next section describes these tools and services and the companies that deploy them.

B. Packages Offered for Employee Monitoring and the Companies That Use Them
 
As previously noted, employers do have compelling reasons for using GPS tracking systems to monitor a mobile workforce. n42 Many fleet management programs tout their ability to prevent theft of company assets, verify employee productivity, and reduce insurance premiums by providing carriers with evidence that drivers comply with traffic laws. These companies offer a variety of tracking options, ranging from "active" systems that report location data at regular intervals, to "passive" devices that log downloadable tracking information. Thus, when choosing a system, employers must weigh their interests in having such services and business needs against cost and system complexity. n43 The following provides a sampling of the specific services these tracking companies offer.

One example of a workforce monitoring program is Aligo's WorkTrack, an active, real-time system that allows employers to monitor time and location information via the Internet. n44 Like many systems, Aligo promotes itself as "an easy, accurate way to manage the time of your mobile employees, raising productivity and bringing  [*173]  substantial cost savings to your business." n45 However, unlike other products that merely track movements of an employer's equipment, such as a company car, Aligo monitors employees using "the GPS-enabled phones they already carry ... ." n46
This technology is troublesome for two reasons. First, cell phone tracking systems, based on hand held devices, allow employers to monitor not only their equipment, but, more specifically, the people who carry it. Although Aligo has an "on break" mode, the marketing materials suggest that this feature exists for the employer's benefit, not the employee's. This function allows the employer to record time more accurately - the materials say nothing about whether the employee can use this feature to prevent his employer from hunting him down when he is "on break," or even off the job entirely, if the device is turned off. n47 Devices that continue to relay location information after an employee clocks out give employers control, or at least influence, over an employee's uncompensated time and invite overbearing invasions of privacy. Second, assuming that the device can be tracked after-hours and while off, an employer might discipline an employee for someone else's extracurricular activity. No feature offers confirmation that the device remained in the employee's possession at all times.

The system offered by Comet Tracker is only slightly less invasive. As a phone-based system, it has the potential, like Aligo's WorkTrack, to mistakenly attribute the location of a misplaced phone to the employee responsible for it. The system does, however, have  [*174]  an automatic shut off feature that prevents after-hours tracking. n48 In exchange for this "protection" though, n49 employees monitored using Comet Tracker must operate within a "geofence" - a predefined area that, when breached, will trigger an alert. n50 Again, this technology puts the worker who takes an innocent detour to avoid traffic or road construction at an incredible disadvantage as he or she might be fired for venturing out of the employer's virtual cage. n51 Employers may be interested in "always knowing exactly where [their] workers are - and where they've been," n52 but do they really need such far-reaching power over their employees - especially after-hours?

Employees might feel slightly less threatened by FleetBoss Global Positioning Solutions' fleet management services. Using GPS tracking devices, FleetBoss monitors vehicles, not people, although this might be of little consequence to the employee who stops to run an errand on the way home in the company car and unintentionally reveals information about her personal life to her employer. FleetBoss might discourage employees from "going home, ... to Wal-Mart and [to] the grocery store on company time," n53 but what happens when an employer virtually observes the employee stopping during her lunch hour at Planned Parenthood and fires her based on  [*175]  assumptions about her position on family planning methods? n54 Even programs that only monitor vehicles can threaten to restrict the activities of mobile employees while they are on breaks or off-duty and not being compensated by their employer. In fact, after-hours control over workers in part motivated at least one FleetBoss customer, Mr. Rooter Plumbing, to subscribe to FleetBoss' services. n55
This discussion describes just a few of the many service providers clamoring for a piece of this emerging market. Employers already using these services include Orkin Pest Control (FleetBoss), Sun Microsystems (WorkTrack), and Lucent Technologies (WorkTrack). n56 Customers are often companies that, like those mentioned, have a deployable service-providing workforce. The tracking services, however, might appeal to any employer that desires more control over the productivity of largely unsupervised employees. Corporate lawyers, already equipped with the industry's standard issue BlackBerry, might some day find themselves subject to similar tracking programs. n57
C. The Business Case for Using GPS to Monitor Employees and Equipment
 
Although the discussion in Part II.B described GPS monitoring systems as somewhat sinister and suspect, a fair discussion of these programs must recognize the legitimate business objectives achieved using monitoring services. Generally, an employer's interest in tracking its mobile workforce will stem from either an interest in  [*176]  limiting employer liability or in maintaining effective business operations (or both). n58 This section will explain each of these categories in turn.

First, concern about liability for employee torts and work-related injuries can justify an employer's interest in monitoring how employees perform away from the office. "If employees were solely responsible for their own actions, the need for surveillance would be greatly reduced ... . [But] the doctrine of respondeat superior - which provides that an employer is liable for the negligence of an employee - has become an integral part of our legal system." n59 As the GPS service providers point out, the ability to monitor and discipline employees for speeding can significantly reduce employer liability for accidents and other traffic violations. n60 Moreover, "insurers will likely reward employers that monitor employees with lower rates, because GPS information will help predict and control risk, and confirm legitimate claims for early payment," thus providing employers with still more incentives to monitor speed. n61 Finally, in the event that a worker is injured in the field, the ability to quickly pinpoint his location and provide medical assistance may reduce the extent of his injuries and resulting workers' compensation costs. n62 Employers do not enjoy less responsibility for providing a safe  [*177]  working environment simply because their employees are not in the workplace, and GPS surveillance offers one way to better manage this potential liability.

Second, GPS systems can significantly improve the efficiency of an employer's fleet management practices by helping to identify unproductive employees, n63 eliminate wasteful service routes, n64 and recover stolen property - especially vehicles. n65 Services such as FleetBoss can significantly lower fuel costs by helping employers control vehicle idling and speeding, which uses fuel inefficiently. n66 More dynamic routing plans can further reduce fuel costs, in addition to providing better customer service, by allowing employers to deploy the nearest available service person with very little notice. n67 Employers are not just interested in monitoring employees for sport - GPS tracking of mobile employees offers substantial savings.

D. How GPS Monitoring Has Impacted Employees
 
On the other hand, the substantial benefits that GPS tracking systems offer come at a cost. Scores of news stories document how GPS monitoring has disrupted the lives of numerous employees who live in fear of being dismissed for innocuous behavior that a monitoring system might distort into something more suspicious. n68  [*178]  For example, snowplow operators in Massachusetts n69 rallied on the capitol steps and stormed a legislative hearing in Boston to protest a new requirement that they carry GPS enabled phones. n70 In addition to their fears that the state would use surveillance data to challenge their time sheet entries, the plowers expressed concern that the technology might misinterpret idling in a traffic jam as sleeping on the job. n71 Data collected through positioning systems tells only half of the story. It provides only the "where and when" not the "why," and as the snowplowers suggested, employers might fire workers based on an assumed, perhaps inaccurate, explanation for why an employee was at a particular place for a given amount of time. n72
Examples of discipline based on assumptions drawn from positioning data can be found in the news and in court filings. In Dallas, the owner of a car alarm installation company fired an employee after discovering, through use of a wireless tracking device, that the employee's vehicle was in the parking lot of the Million Dollar Saloon (a strip club). n73 And in In re Superior Products Inc., n74 a company fired an employee when it determined, using GPS tracking data, that his late deliveries resulted, at least in part, from his failure  [*179]  to take the most direct routes. n75 The company refused to credit the employee's explanation for the detours: his supervisor owed him $ 87.32 in toll reimbursements and he could not afford to front additional toll costs for his employer. n76 When employers jump to conclusions about the on-and off-duty whereabouts of their employees, workers like those in these examples face harsh repercussions for what may be justifiable behavior. n77
Discipline based on monitoring strictly off-duty conduct unrelated to theft or misuse of the employer's property, the focus of this Article, provides perhaps the most troubling evidence of employers' abuse of GPS services. Such actions are not only unjustifiably intrusive, but, as the situation in Preferred Transportation, Inc. n78 demonstrates, can also be used to mask an employer's illegal reasons for firing an employee. In Preferred Transportation, an employer terminated an employee for picking up extra passengers when the dispatcher ignored his calls for approval n79 and for spending  [*180]  his entire lunch break at Home Depot and not, as the employee reported when asked, at Boston Market and then Home Depot. n80 Further inquiry revealed, however, that the employee was fired for his union activities, not, as alleged, for his inaccurate account of his whereabouts while off the company clock. n81
Several commentators feel that these early examples of employees wronged by GPS tracking systems are a harbinger of a new breed of wrongful employment practices. Drawing upon examples of innocent after-work activities that have cost people their jobs in the past, these authors describe how GPS tracking systems would enable employers to ascertain covertly what employees do away from the office, thus stripping them of control over the personal information they once chose whether or not to reveal at work. One author describes how an employee's regular stops at an AIDS clinic after work, discovered by his employer through GPS tracking technologies, might trigger dismissal. n82 Another wonders: "What if your employer decides to lay you off because you stop at McDonald's for lunch two days out of three and there's concern that the cost of providing you health insurance and medical care will be increased by your weight?" n83 Additionally, these authors predict that the situation will only get worse because "increasingly[,] ... the tools employers are using to gather legitimate information about how [employees are]  [*181]  doing [their] jobs are also being used to track how [they] spend [their] personal time." n84
In response, employees have taken some steps to curb abusive GPS monitoring. Notably, UPS employees, aligned with the Teamster's Union, negotiated a clause in their collective bargaining agreement that places some limits on the company's use of information obtained via GPS receivers that are attached to trucks and scheduled to be embedded in job-related portable electronic devices. n85 Likewise, the snowplowers discussed in this section secured concessions from the state and agreed to carry GPS-enabled phones as long as they were paid based on their manually submitted time sheets. n86 But for the many non-unionized, private employees out there, these bargaining solutions are not feasible. n87 Mere promises by employers not to discipline employees based on information gathered through electronic monitoring are not always binding in the private employment at-will context, n88 and consequently these  [*182]  employees have few options for recourse when their employers pry into their private lives. Part III will further explore how existing legal protections fail to set reasonable limits on private employers who use GPS monitoring technologies.

III. Existing Off-Duty Employee Privacy and Electronic Monitoring Legal Doctrines
 
Based on a survey of cases involving employers' investigations of employee off-duty conduct, one treatise concludes that "generally, an employer appears to have a right ... to investigate employee off-duty conduct [when it relates to] a business interest of the employer ... ." n89 Because the law has come to expect that employers will protect their "employees ... and the public from wrongdoing by employees," courts have recognized a nexus between employers' business interests and employees' drug use, sexual activities, and other behavior away from the office. n90 As a result, these interests have justified "a variety of [investigative] techniques [including] surveillance, wiretapping, interviews, polygraphs, and medical examinations." n91 In addition to this right to investigate and punish business-related, after-hours conduct, very little restrains employers from discharging employees at-will for activities that the employer finds repugnant and serendipitously learns about via office banter. If these methods of investigation and the resulting consequences are currently lawful employment practices, then we have little reason to  [*183]  expect that plaintiffs will fare any better in cases challenging dismissals or discipline based on GPS data.

A. The Employer's Existing Dominion over Off-Duty Conduct
 
The law's permissive approach to employers' inquiries into employees' personal lives leaves workers with few defenses against the employer's intrusive gaze. In a world where most private employment is at-will, meaning that either the employee or the employer can terminate the relationship "at any time ... for any reason or no reason at all," n92 many employees mistakenly believe, perhaps because of their faith in the Constitution, that they have some right to privacy. What these innocents fail to recognize is that "every single day, tens of millions of us spend hours in offices, cubicles, kitchens, laundry rooms, and work sites where the U.S. Constitution is completely inapplicable." n93 Private employers are not bound by constitutional provisions like the Fourth Amendment's Search and Seizure Clause, which limits intrusions by government employers. n94 Admittedly, anti-discrimination laws, n95 which effectively require even private employers to adhere to the Equal Protection demands of the Fourteenth Amendment, introduce a fragment of constitutional law into the private workplace. However, most of these protections, except perhaps the protections that guard against  [*184]  religious discrimination, get at traits (race, gender, age) and not activities - unless the plaintiff can make some connection between, for example, race and a particular after-hours pursuit. Consequently, going to work each day for a private employer "is, essentially, the equivalent of traveling each day to a foreign nation" n96 where the rights we often take for granted largely do not apply.

Although restrained in narrow circumstances by tort principles and statutory exceptions that will be explored in detail in Part III.B, the employment-at-will doctrine gives private employers free reign to fire employees for a seemingly limitless number of reasons that include displeasure with how an employee spends her off-duty hours. For example, employers have fired or not hired workers for providing volunteer service at an AIDS clinic, n97 for attending law school at night, n98 and for being smokers. n99 Recently, an employer fired a case manager with thirteen years of commendable service "because of her membership in Women's Garden Circle, an investment group [her employer] believed to be an illegal pyramid scheme." n100 Already empowered with a right to fire employees for activities voluntarily revealed, GPS tracking services will enable employers to discover covertly an employee's outside interests and use these extracurriculars against him or her. While employees with a "just cause" clause in their contracts can challenge being fired for any reason, because employers must "demonstrate that the employee's off-duty misconduct ... has the potential to adversely affect the business," n101 the standard at-will employee does not have this guarantee. In general, even the exceptions to the formidable at-will-employment doctrine are unlikely to provide any shelter from the boss' prying eyes. Still, an examination of these and other legal doctrines is warranted before considering what protections the law should afford.
PLEASE NOTE:  SKIP TO PAGE 21  AND THEN READ THE REST OF THE ARTICLE BEGINNING WITH THE PROPOSAL FOR A NEW FEDERAL LAW.  WHAT FOLLOWS BETWEEN HERE AND THERE IS PRIMARILY A REVIEW OF CONCEPTS WE HAVE GENERALLY DISCUSSED ENOUGH TO SKP OVER.
 [*185] 

B. Existing Legal Resources and Limits on their Protections
 
Although largely vulnerable to the whims of his employer, the at-will employee is not totally without recourse when terminated. In addition to the anti-discrimination laws previously discussed, tort law also offers some remedies for more egregious abuses of the employer's power to fire. n102 These additional limits on the employment-at-will doctrine, however, do not clearly prevent employers from manipulating the after-hours pursuits of their employees. Recognizing this shortcoming, several states have provided statutory protection for certain off-duty activities. However, these statutes, along with the one federal law that could arguably provide employees with a scintilla of privacy, would, like their common law counterparts, fall short of protecting employees from a gratuitous program of after-hours, location-based monitoring. The following discussion further demonstrates that employees tracked during after-hours activities currently lack legal protection.

1. Common Law Doctrines
 
Employees may "cede control over many of their waking hours as the price of being employed by another," n103 but the common law has developed some limits on what an employer can extract from an employee in exchange for a wage. An employer cannot order its employees to take action that undermines "the interests of the general community." n104 Nor can an employer claim immunity from privacy tort claims. Still, because "we tend to look to the market to chasten abuses of employer power," n105 courts have been very  [*186]  conservative in their willingness to find for employees in suits alleging violations of these common law protections. n106
a. Employment-at-Will and Tortious Wrongful Discharge
 
As noted, employment-at-will is the default assumption in private employment unless the parties specify otherwise. Yet certain doctrines have weakened the once absolute power of the employer to fire "for good cause, bad cause, or no cause at all." n107 States have adopted, in various combinations, n108 up to four theories of wrongful discharge in violation of public policy. These subsets of the wrongful discharge doctrine protect employees who exercise statutory rights, n109 fulfill public obligations, n110 "report the company's unlawful conduct to a supervisor or outside authorities" n111 (whistleblowers), or refuse to commit unlawful acts. n112 Generally, these intrusions into the private employer-employee relationship have been justified because of the third-party harms that might result when employees fail to follow the law or to fulfill public duties as a result of pressure from employers. n113 An employer can thus, under common law, fire someone for any reason - except one that constitutes wrongful discharge in the given state.

However, the doctrine "has never been extended to terminations in retaliation for conduct outside the employment relationship." n114  [*187]  Thus, the success of an employee's wrongful discharge claim challenging a dismissal for off-duty activities discovered through GPS tracking techniques would depend entirely on the willingness of the court to fit the employee's activities into one of the recognized exceptions. n115 Given how narrowly courts interpret these exceptions, this possibility seems unlikely. n116 Are employees exercising a "statutory right" if they go to a bar after work simply because alcohol consumption is legal? Does working on a political campaign after clocking out fulfill a public obligation, or does it merely constitute a good deed? In both instances, an employee would likely fail in a suit against his employer because courts generally look for a very specific statutory right related to employment n117 and, unlike jury duty, many volunteer activities that provide public benefits are not obligations. n118
 [*188] 

b. Privacy Torts
 
Given the tortious wrongful discharge doctrine's limitations, employees scrutinized beyond reason might turn to simple tort claims for relief. The common law includes a tort for the invasion of privacy, which proscribes four types of activity: intrusion upon seclusion, appropriation of name or likeness, public disclosure of private facts, and false light. n119 Two of these branches, intrusion upon seclusion and public disclosure of private facts, are potentially relevant in a case involving after-hours, location-based monitoring. The former tort can be asserted against the employer while the latter might be brought against either the employer or the GPS service provider. The following subsections describe how each version of the invasion of privacy tort might apply in employee tracking cases.

(1) Unreasonable Intrusion on the Right of Seclusion
 
The prima facie elements of an intrusion upon seclusion claim include: "(1) an intentional invasion or intrusion; (2) that is highly offensive to a reasonable person; (3) occurring where there is a reasonable expectation of privacy." n120 Particularly relevant to an examination of a GPS monitoring case, the tortious invasion need not be physical, as "use of the defendant's senses, with or without mechanical aids, to oversee or overhear the plaintiff's private affairs" n121 also qualifies as an actionable invasion. Moreover, "the  [*189]  intrusion itself makes the defendant subject to liability, even though there is no [use] of the ... information." n122
The reasonable expectation of privacy requirement, however, impedes employees' abilities to bring intrusion upon seclusion cases against employers. n123 Logically, this result makes sense, for "so long as the individual is in a public place, it is unlikely that she can maintain an argument that there was a "reasonable expectation of privacy.'" n124 Several courts have consequently denied privacy claims brought against employers who videotaped their employees engaged in off-duty activities that "could be seen ... by anyone driving by." n125 Additionally, the intrusion upon seclusion tort claim can easily be undermined by employers who simply notify employees that devices with GPS tracking capabilities may watch them around the clock - thus eviscerating any reasonable expectation of privacy that an employee might otherwise have had.

Still, although "the law has long recognized that there is no reasonable expectation of privacy in a public place ... one does not reasonably expect that she will be stalked and followed." n126 Some authors have argued that case law supports a reasonable expectation of some privacy even in public places. The "mere observation of a person's public activities [might not be] an intrusion upon seclusion." n127 However, an "[overzealous] sensory observation of a  [*190]  person's activities in public ... [might] be an actionable intrusion." n128 The possibility of success on an intrusion of seclusion claim for after-hours geographic tracking of employees therefore may not be completely foreclosed, but it is questionable at best. Moreover, an expectation that one cannot be stalked, like the more general reasonable expectation of privacy, may be just as susceptible to obliteration through notice from the employer.

(2) Publicity Given to a Private Life
 
Alternatively, in a case against an employer and/or the company that provides the tracking technology, the tort for publicity given to a private life might apply. The tort states in full that


 
one who gives publicity to a matter concerning the private life of another is subject to liability to the other for invasion of his privacy, if the matter publicized is the kind that (a) would be highly offensive to a reasonable person, and (b) is not of legitimate concern to the public. n129
 
But success on such a claim in an employee tracking case will be difficult, given the accepted definitions of "publicized" and "private life" used in an analysis of this tort.

The comments accompanying the definition of publicity given to a private life in the Second Restatement of Torts clearly state that "it is not an invasion of the right of privacy, within the rule stated in this Section, to communicate a fact concerning the plaintiff's private life to a single person or even to a small group of persons." n130 Thus, a GPS service provider's act of supplying an employer with the information obtained from its tracking system would not constitute publicizing - even if the information was published on a website - as  [*191]  long as only a select group of supervisors has access to the site. n131 The wide dissemination of information, not its mere recording or discovery, triggers the protection against publicity. n132 This reality also cripples use of the publicity tort against an employer, for as long as the employer uses the tracking information only to discharge or to discipline an employee, and does not post the facts discovered in the break room for all to see, the publicity requirement will not be satisfied. n133
Even if the publicity requirement were not an obstacle, employees suing service providers and employers would also struggle to show that the information revealed concerned the employee's private life. The Restatement asserts that "there is no liability for giving further publicity to what the plaintiff himself leaves open to the public eye." n134 Therefore, "an individual ... would most likely have no cause of action under the publicity tort, so long as the information  [*192]  is collected in public areas." n135 The publicity tort suffers from the same limitation common to most of the invasion of privacy torts - one generally cannot have a reasonable expectation of privacy with regard to activities in public places. If an employee walks into a bar after work, in plain view of the community, she cannot bring an invasion of privacy claim against her teetotaler employer who tracks her movements and fires her for taking a drink.

More generally, both the common law claims discussed in this section, wrongful discharge and the invasion of privacy tort, are not fully equipped to address an employee's dismissal for after-hours activities discovered through off-duty electronic surveillance. The discussion here recognizes how these doctrines might be read to support some protection for an employee, but also reveals that the law would still need to evolve before tracked employees could truly rely on its protections. Waiting for common law evolution is not, however, an adequate solution to the problem presented by location-based employee tracking. "Such judicial activism would ... be piecemeal by nature and would not provide uniform protection of workplace privacy rights. Employees who suffer similar intrusions will often receive differing protection of their privacy rights." n136 Such a solution would also be untenable from the employer's perspective, given that many employers operate in multiple states and some manage a workforce that crosses state lines. National employers would have difficultly developing programs that comply with the protections provided by various common law doctrines, assuming that state courts are ready and willing to extend their jurisprudence.

2. State Laws Protecting Legal Activity Outside of Work
 
Like the common law doctrines discussed in the last section, existing state laws also fail to provide protection for employees monitored after hours. State laws protecting after-work activities have effectively balanced employers' and employees' interests in some specific contexts, but the protected categories are narrow and/or full of exceptions. Additionally, state laws suffer from the same lack of uniformity as the common law. Therefore, this Article ultimately advocates for a federal solution to the employee tracking problem. However, an examination of these state laws provides some guidance on how employees' off-duty interests can be protected from employer scrutiny through targeted and balanced legislation.

 [*193]  At last count, nearly three-fifths of the states had some law restricting the ability of employers to take action against employees based on their pursuits after work. n137 "The statutes range from merely protecting the rights of smokers to protecting all off-duty conduct ... ." n138 Many of these statutes were, however, enacted for the very limited purpose of providing employees with a right to use certain products not proscribed by law. n139 The few statutes that do protect a more general category of off-duty conduct tend to provide employers with an exception for conduct that conflicts with the employer's business interests. n140 As a result, even in states with more generous  [*194]  off-duty activity protections, an employer could still take action against a frequent consumer of Big Macs n141 if the position at issue required a certain standard of physical health. Under these laws, an employer would need only to find a way to couch its objections to an employee's activities in business interest terms to justify using the information from a GPS monitoring system to fire an employee. In sum, these laws have effectively accomplished their goals by providing some off-duty privacy, but most are too specific to cover many of the activities that GPS monitoring might discover. n142 Even the state laws that offer broader protection are limited in ways that might undermine an employee's attempts to keep his personal activities separate from his qualifications as an employee. n143
 [*195] 

3. Electronic Communications Privacy Act of 1996
 
Existing federal laws covering various forms of electronic monitoring likewise cannot offer the tracked employee any relief. The Electronic Communications Privacy Act of 1996 ("ECPA") n144 is not applicable to a discussion of GPS tracking systems, although it is often discussed in analyses of other forms of employee surveillance technologies, including programs that monitor Internet use and employee e-mail. n145 "Unlike pen registers and other electronic trap and trace devices, the Privacy Act requirements of consent or authorization do not apply to electronic signals from a tracking device, because no communication is involved." n146 Although information about someone's whereabouts does arguably communicate information about that person, the statute specifically does not cover "any communication from a tracking device," n147 which is defined as "an electronic or mechanical device which permits the tracking of the movement of a person or object." n148 Therefore, a detailed discussion of this act is not warranted. The act has limited, if any, usefulness as a tool for protecting the privacy of employees under GPS surveillance.

As this section demonstrates, existing statutes and common laws remain too narrow to encompass the situation where an employer monitors employees after hours simply to exercise more control over the personalities it employs. Thus, the law fails, at this time, to provide any shelter from the pervasive stare of GPS satellites in the employment context. However, as the next section explains, people are not similarly exposed in other contexts. An inconsistent legal framework that shields the personal errands of law-abiding citizens from the prying gaze of almost everyone except employers is hard to defend.

IV. How GPS Technology Is Regulated in Other Contexts
 
Use of GPS technology to monitor people's movements has ruffled feathers outside of the employment arena as well. The technology has been used by law enforcement to track criminal  [*196]  suspects and parolees. Businesses that rent equipment to customers have also used GPS devices to survey the location of their property and how it is used. The legal and political worlds' responses to these various uses of GPS technology therefore offer additional ideas for how to structure a policy governing the remote supervision of employees. Right now, the law's treatment of employees most closely resembles the paradigm for acceptable uses of GPS tracking technologies in law enforcement. This section argues that the treatment of criminal suspects is a poor model for how employees should be treated.

A. Use of GPS in Law Enforcement
 
Currently, the law regarding the use of GPS by police officers is in flux. Law enforcement has, for some time, used a variety of sensory-enhancing aids to apprehend criminals. Consequently, many courts, analogizing GPS to other acceptable uses of technology, have no problem with officers using these devices to enforce the law more efficiently. n149 A few courts, however, have more carefully considered how GPS devices might be more intrusive than other approved tracking technologies - to the point of warranting a different doctrine. n150 Still, in most contexts, GPS tracking technology can be used to apprehend suspects and monitor convicted criminals. n151
1. Monitoring Suspects
 
As noted, officers in the past have used other technologies to track suspects. One precursor of GPS appears to have been "the beeper," a radio transmitter that emitted periodic signals capable of being "heard" by a radio receiver. n152 Although the beeper did not resemble a GPS tracking system in form or function, it served a similar purpose: the beeper could be used to track vehicles, their operators, and virtually any object that harbored the device. Because of its widespread use, even the Supreme Court has addressed electronic tracking as part of law enforcement surveillance.

In United States v. Knotts, n153 law enforcement officers planted a beeper in a can of chemicals purchased by a suspected manufacturer  [*197]  of illegal drugs. n154 The officers had the suspect under visual surveillance, but when they lost sight of the suspect's vehicle, they relied on the beeper to determine the location of the chemicals. n155 In rejecting the defendant's claim that this electronic surveillance violated his Fourth Amendment rights against illegal searches and seizures, n156 the Court held that "beepers are merely a more effective means of observing what is already public." n157 As long as officers do not use electronic surveillance to go where they could not legally follow, the suspect's Fourth Amendment rights remain intact. n158
In United States v. Karo, n159 another case involving a beeper implanted in a can of ingredients for drugs, the Court further refined the Knotts rule. n160 The Court distinguished Karo on its facts because in Karo, the defendants actually brought the bugged can of chemicals into a private residence, a place that officers could not legally observe without a search warrant. Consequently, the Court held that the information obtained from the continued monitoring of the container after it left the public view could not be used against the defendant. However, the Court reversed the appellate court's suppression of evidence obtained using a search warrant that was based on the electronic surveillance data because the warrant affidavit would have still been sufficient even if the facts gleaned from unconstitutional surveillance were excluded. n161 More relevant to the discussion at hand, though, is the general rule that Knotts and Karo stand for: the government can track people right up to their front doors without violating a legally recognized privacy interest.

Recent decisions reveal that the applicability of the Karo/Knotts reasoning in a GPS tracking case remains unclear. In State v. Jackson, n162 the police installed GPS tracking devices on cars impounded as part of an investigation into the disappearance and  [*198]  suspected murder of William Jackson's nine year-old daughter. n163 The appellate court rejected Jackson's challenge to the adequacy of the procedures used to obtain a warrant for installation of the tracking devices because, under Karo, Knotts, and their progeny, "no search warrant was required under the state or federal constitution to use the GPS devices ... ." n164 Echoing the reasoning in Knotts, the court declared that "the Fourth Amendment ... does not prohibit use of scientific enhancements to augment sensory faculties used to observe what is already open to the public." n165
But the Washington Supreme Court accepted Jackson's petition for review n166 and ultimately disagreed with the appellate court's analysis. n167 The court reasoned that "the GPS device does not merely augment the officers' senses, but rather provides a technological substitute for traditional visual tracking." n168 Because a GPS device can "disclose a great deal about an individual's life" by "revealing preferences, alignments, associations, personal ails, and foibles" the court held that such tracking constitutes an invasion that, when conducted without a warrant, violates the protections of the state constitution's search and seizure clause. n169 The court still upheld Jackson's conviction and sentence, however, because the officers had obtained valid warrants before installing the tracking devices. n170
Although presently limited to an interpretation of the Washington State Constitution, Jackson may become the rule of law for evaluating GPS surveillance procedures under the Federal Constitution. n171 The Washington Supreme Court suggested that GPS devices differ in relevant ways from an electronic beeper, which  [*199]  officers must actively follow in a manner similar to chasing a vehicle through the streets. In contrast, GPS goes one step further, enabling officers to "watch" a suspect for weeks at a time. Without leaving the station or putting forth much effort, officers can obtain a detailed trail of a suspect's past and present location. n172 Still, other courts have comfortably extended the beeper doctrine to GPS devices. In United States v. McIver, n173 the Ninth Circuit held that a warrantless use of both GPS and beeper tracking devices was not unconstitutional because tracking a vehicle "thrust into the public eye ... does not constitute a "search.'" n174
2. Monitoring Parolees
 
Likewise, a California appellate court in People v. Zichwic n175 upheld law enforcement's use of GPS devices, albeit in the context of monitoring parolees and not suspects. n176 Zichwic concluded that attaching a GPS tracking device to a parolee's car did not require a warrant, for even if such activity could be considered a search, Zichwic's status as a parolee, and the reduced expectation of privacy that necessarily accompanies such status, justified using the device. n177 The court also observed, in dicta, that regardless of Zichwic's status as a parolee, installing a GPS tracking device on a vehicle did not constitute a search because people cannot have an "objectively reasonable expectation of privacy in what is regularly exposed to public view." n178
But even a parolee's reduced expectation of privacy does not necessarily allow for unrestrained use of GPS tracking technology. In State v. Chism, n179 the trial court modified Chism's home detention conditions to include non-stop GPS surveillance. n180 Subsequently, the appellate court invalidated this order because it went beyond the  [*200]  court's statutorily created authority to require a record of when an offender in a home detention program was and was not actually present in his home. n181 The court added that when a home detainee qualifies as a violent offender, subjected to "constant supervision ... using ... surveillance equipment," GPS tracking may be permissible - but this condition did not apply to Chism, a regular (not violent) offender. n182 The case then advanced to the Indiana Supreme Court, which rejected the appellate court's decision and held instead that broadcast devices are acceptable tools for monitoring all parolees. n183 As a result, this tortured case, in its entirety, embodies the legal system's struggle to find appropriate uses for GPS technology and reasonable limits on its invasive capabilities - even when the subjects of monitoring are convicted criminals.

While by no means settled, n184 the law regarding the use of GPS devices in the criminal context offers some interesting comparisons with the law regarding use of this technology to observe employees. In all instances, the acceptable use of GPS hinges on a reasonable expectation of privacy, and both Fourth Amendment law and tort law have found such an expectation unreasonable when activity takes place in the "public eye." n185 But the Jackson decision suggests that this assumption should be reconsidered in light of the extremely invasive nature of GPS monitoring systems. Additionally, Indiana courts have made arguments for and against the rights of convicted felons to statutorily created protections against overly invasive uses of GPS tracking technology. At a minimum, law abiding employees certainly deserve the same protections as criminal suspects and convicts. n186  [*201]  If society's significant interest in deterring recidivism cannot justify boundless location-based surveillance, it seems incongruous to grant employers a monitoring power greater than that of law enforcement. The interest asserted by the employer could not possibly be more substantial. n187
B. Use of GPS by Businesses to Monitor Consumers
 
At least in one area, lawmakers have quickly responded to the abusive intrusions made possible by GPS tracking devices. Rental car companies created quite a stir when customers discovered that their service providers had monitored their driving patterns for the express purpose of assessing fines for misuse. Caught off guard and unaware, customers racked up hundreds, and sometimes thousands, of dollars in penalty charges. For example:


 
In one case, a family picked up a car at a Payless Car Rental in San Francisco and began a 12-day road trip through several Western States. When [they] returned the vehicle, they received a $ 3,405 bill for violating the rental contract which prohibited them from leaving California: $ 1/mile for every mile driven out-of-state.  [*202]  When the family complained, arguing that they didn't know they were prohibited from driving out-of-state, the company presented them with a map showing their exact route outside of California as detailed by a tracking device in the car. In addition, the company argued that the family should have known about the [system used to track them] because their contract stated that the car "might be equipped with a tracking device." ... [But this information was] in fine print in an addendum to the contract and was never mentioned by the rental agent to the family. n188
 
Similarly, American Car Rental surprised James Turner when it withdrew $ 450 from his account to cover three instances of speeding recorded by a GPS tracking device. n189 One commentator noted that the company imposed these penalties "even though [Turner] had received no tickets from Connecticut state troopers, and had not been able to contest the allegations in court." n190
Motivated by this great injustice, one state quickly enacted consumer protection legislation in response. On August 25, 2004, Governor Arnold Schwarzenegger of California signed into law an amendment to the Civil Code regulations of vehicle rental agreements. The law "prohibits a rental company that uses electronic surveillance technology in its rental vehicles from using, accessing, or obtaining information relating to the renter's use of the rental vehicle that was obtained using that technology." n191 In the California  [*203]  consumer bill, notice to the customer is not enough - the state imposed a blanket ban on any use of GPS devices for surveillance of rental car customers.

Like employers, rental car companies also have legitimate business reasons for monitoring renters after they leave the lot. Indeed, Payless only sought "to make sure business travelers and other customers adhered to in-state travel agreements ... ." n192 Of equal, if not more, importance to the rental agency is an ability to recover lost or stolen vehicles. Additionally, because GPS systems can also provide information about miles traveled, these devices offer a convenient way to keep track of information used to maintain the fleet. The California law, however, recognizes some of these concerns and provides important exceptions that take these interests into account. Electronic surveillance technology can be used to recover vehicles and provide timely maintenance. n193 But, "[a] rental company may not use electronic surveillance technology to track a renter in order to impose fines or surcharges relating to the renter's use of the rental vehicle." n194 As Part V will describe, similar provisions in a law protecting employees from discipline for information discovered through invasive monitoring could recognize an employer's legitimate interest in fleet and personnel management, while still providing employees with reasonable privacy protections. A "balancing of interests solution," similar to the one governing the business-customer relationship, makes more sense in the context of employment - as opposed to the "one-sided, absolute power" model  [*204]  that appears to control the law enforcement-criminal suspect relationship.

V. A Proposal for Reasonable Protection Against GPS Monitoring of Employees
 
As explained in Part II, GPS tracking devices offer businesses in a range of industries an unprecedented ability to control remote operations. But this technology also creates unparalleled opportunities to invade an employee's personal life. As use of "the type of technology used in the criminal justice system to track prisoners" n195 becomes commonplace, we will lose our ability to object to these invasions, because accepted practices will redefine our "reasonable expectations." n196 Indeed, in the employment context, we have already seen privacy erode as the law has refused to protect many employee communications and after-hours activities. n197 Although this Article does not challenge these well-established doctrines regarding off-duty privacy in general, it does call for a different rule when GPS technology is involved. As the Jackson opinion suggested, GPS tracking systems simply put more information than necessary in the hands of those who can use it unjustly. n198
A. Federal Laws that have Failed
 
Admittedly, if past efforts are any indicator of future success, then establishing a privacy right for employees, even one limited to after-hours, off-site surveillance, will be difficult to achieve. Recent legislative proposals for federal protection have not fared well.  [*205]  However, these failures provide guidance for drafting a more successful policy.

1. Privacy for Consumers and Workers Act (PCWA)
 
In 1993, the Privacy for Consumers and Workers Act ("PCWA") debuted in both the Senate and the House. n199 "Designed to prevent abuses of electronic monitoring in the workplace," n200 these nearly identical bills sought to prohibit "the collection, storage, analysis, or reporting of information concerning an employee's activities by means of ... electronic observation and supervision ... which is conducted by any method other than direct observation by another person ... ." n201 The means designed to accomplish this end were somewhat unique, as the bills proposed a tiered system that tied acceptable monitoring practices to the tenure of a particular employee. Recognizing the employer's interest in conducting a highly scrutinized trial period of initial employment, the bills allowed random monitoring during an employee's first sixty days. n202 Periodic surveillance of entire work groups was also permissible for limited periods of time. n203 However, an employer could not randomly monitor employees with five or more years of tenure, regardless of their position. n204 Employees could petition for legal or equitable  [*206]  relief from the employer, who also faced potential civil penalties of "not more than $ 10,000 for each ... violation." n205
The proposed act also included detailed specifications for the format of the notice employers needed to give to "each employee who [would] be electronically monitored." Employers would have been required to provide prior written notice detailing: (1) "the forms of electronic monitoring to be used," (2) "the personal data to be collected," (3) "the hours and days per calendar week that electronic monitoring will occur," (4) "the use to be made of personal data collected," and (5) how the electronic monitoring will be conducted and its results evaluated. n206 The bill waived the notice requirement if the employer had a reasonable suspicion that the employee was violating criminal or civil law or acting adversely to the employer's interests. n207
Relevant to prohibiting surveillance of an employee's after-hours activities, the PCWA also proposed an absolute ban on the intentional collection of personal data about an employee, unrelated to the employee's work - unless the employee was a customer at the time of the surveillance. n208 Given this provision and others discussed in the preceding paragraphs, had the PCWA passed, this Article might have been unnecessary. Assuming that the definition of "the employee's work" was not intended to include the indirect effects that not sleeping enough or eating poorly after hours might have on an employee's performance, the PCWA may have protected employees from an employer's intrusive look into their personal lives. n209
However, the PCWA was not meant to be, as "the bill died ... a "mysterious death' in committee." n210 Some speculate that the bill's defeat stemmed from "the lobbying power behind retail, security, and restaurant interests" who pitched "electronic surveillance as a loss-prevention measure." n211 Others suggest that the rigid notice  [*207]  requirements failed to account for different business needs for monitoring, something not shared across all industries, and that this weakness caused the bill to fail on its own merits. n212 Drafters of federal limitations on after-hours monitoring of employees should seriously consider these potential obstacles to the PCWA's passage.

2. Notice of Electronic Monitoring Act (NEMA)
 
The similarly ill-fated Notice of Electronic Monitoring Act ("NEMA") followed the PCWA in 2000. n213 "More ... focused" and "less ambitious" than its predecessor, n214 NEMA proposed amendments to Title II of ECPA that would have placed a simple notice requirement on electronic monitoring of employee communication in the workplace. n215 Compliance with the act required annual dissemination of information on the form of communication or computer usage to be monitored, the means for and frequency of monitoring, and the information sought and how it would be used. n216 Although "lean and mean" compared to its "bloated forefather," the PCWA, n217 NEMA also proposed significant penalties for employers, including damages recoverable by an individual employee that ranged from $ 5,000 to $ 20,000. n218
 [*208]  Unlike PCWA, NEMA did not offer substantive employee rights or restrict employers' abilities to monitor. n219 These shortcomings led some to classify the statute as mere "dignity legislation" - not a privacy law. n220 Marc Rotenberg, Executive Director of the Electronic Privacy Information Center, even accused the law of being counterproductive for employees, whose reasonable expectation of privacy would be undermined by an employer's provision of notice. n221 Others, however, hailed NEMA as "part of the answer to one of the major concerns of the American public today - the loss of privacy in the face of new technology." n222 James Dempsey of the Center for Democracy and Technology noted that changes in privacy law were long overdue n223 and predicted that the law would make significant contributions to the restoration of worker privacy. n224 But eventually, the critics carried the day. In mid-September of 2000, Congress tabled NEMA because of "concerns [expressed] "by various business and employer coalitions'" regarding "the potential for an "increase in employment litigation ... .'" n225
 [*209]  Congress' failure to pass the PCWA and NEMA does not bode well for future efforts to reform worker privacy law through federal legislation. Employers opposed to new restrictions can more easily target and lobby federal lawmakers, as opposed to the various state legislatures around the country. n226 However, a federal law is a superior option to the patchwork of privacy protection that will develop if state legislatures are stuck with the task of protecting employees from intrusive location-based monitoring. Several states are already at work on such laws. n227 This situation should alarm employers, who will "run[] the risk of facing different laws in various jurisdictions and uncertainty regarding which state law may govern particular [situations]." n228
B. Current State Proposals
 
Although state efforts to enact some form of workplace privacy law have not fared much better than their federal counterparts, n229 this has not discouraged state lawmakers from trying. n230 In their 2003-04 sessions, California, Massachusetts, Michigan, Pennsylvania, and Virginia, among others, n231 debated some form of an employee monitoring bill. The California law would have required an employer to give notice of its intent to collect information on employee activities. GPS-enabled devices were not specifically  [*210]  mentioned; however, the act broadly applied to the use of "electronic devices." The law was strictly a notice statute - employers would have simply been required to provide a warning that specified the activities, including those not related to the employer's business, that would be monitored and a description of the information sought through this process. n232 But after passing both houses, the bill was vetoed by Governor Schwarzenegger. n233
Michigan and Pennsylvania's draft legislation, like NEMA, specifically targeted monitoring of electronic communications and contemplated requiring companies to follow detailed notice provisions before initiating a monitoring program. n234 Virginia's proposal also relied on the provision of notice. n235 Of particular interest was the Massachusetts act, which specifically addressed after-hours surveillance and mirrored many of the provisions in the defunct PCWA. The act broadly defined "electronic monitoring" to include any means of collecting information on employee activities other than direct observation. n236 Additionally, the act barred collection of information off-site or unrelated to the employee's work. n237 This bill probably asked too much of employers, because it would have prevented them from keeping tabs on their vehicles and mobile workers during business hours. Employers will not stand for this. But employers need not worry just yet - all of these ideas have yet to make it out of committee. Still, they represent tangible evidence of support for employee privacy protections that federal laws have failed to provide.

C. Proposal for a New Federal Law
 
The productivity, efficiency, and quality control arguments that tipped the scales in favor of employers in other challenges to  [*211]  employee surveillance practices simply do not apply when an employer seeks to use location tracking systems to unearth information about an employee's private life. This activity goes well beyond the dangers that Congress considered when weighing the merits of both the PCWA and NEMA. When an employee "sells" her services to an employer, she does not offer as part of the package an option for the employer to engage in espionage. n238 Because common law doctrines and existing laws provide inadequate safeguards in this area, a new federal law is required. n239
A federal law will simply better serve both employers' and employees' interests, as both groups operate in an increasingly borderless environment. Because state laws "[differ] across jurisdictions in their nature and enforcement, [they] lack the uniformity of federal law. Additionally, state law is ill-suited for regulating a technology which erases state and national borders." n240 From the employer side, "a federal statute would make compliance more efficient," n241 while from the employee side, such a law would provide a mobile workforce with a clear understanding of their rights, regardless of location. (This assumes, of course, that ardent lobbyists will successfully arrange for a drafting that preempts state innovations in this area of the law.) n242
Specific provisions of the law that will be both effective and politically palatable are, however, more difficult to define than the law's scope. As experience has shown, even modest privacy proposals like the PCWA and NEMA made powerful enemies in both camps. n243  [*212]  But, if used to prohibit GPS surveillance under limited circumstances, specifically when the employee is off the clock, many of the same provisions that failed as part of the PCWA and NEMA may still find their way into the federal code. The following describes how such a law might look.

1. Notice Requirement
 
First and foremost, employers need to let employees know that they are under watch. In terms of content, the notice should specify what location-based tracking devices are installed, where they are installed, and what they are capable of observing. Additionally, as the PCWA experience demonstrates, the notice requirement should not include both a detailed (seven part) individual notice before every instance of monitoring as well as an all-inclusive general announcement that the employer plans to monitor. n244 A simple one-time provision of notice, with acknowledgment of the notice signed by the employee, should suffice. This practice will not only serve to inform the employee, but it also will provide the employer with some protection in the event that the employee tries to claim he did not know about the policy. n245 Moreover, it will take the "guesswork" out of "how often, or on what system" an employer monitors its employees. n246
2. Technology Requirement
 
The employer should also either be required to provide employees with a technical and real n247 power to turn off the devices in order to cloak their off-duty activities, or at least guarantee that any off-duty observations will not be used in employment decisions. n248 Particularly when devices are not embedded in equipment of substantial value, the law should favor a system capable of being  [*213]  turned off - a feature that at least some systems currently offer. n249 This will minimize the possibility that employers will use the devices to determine an employee's extracurricular interests. Workers, like the snowplow operators in Massachusetts, n250 will likely chafe if employers use a record of when the GPS device was on and off to verify hours worked for payroll purposes. However, employee privacy protection legislation requires a critical balancing of interests as new technologies emerge that offer legitimate benefits to employers at the expense of employees' imagined right to privacy. n251 Concessions need to come from both sides to make such laws work.

3. Exceptions Limited to Legitimate Business Interest
 
If an employer has a legitimate and significant business interest in monitoring an asset in the employee's possession after hours, the new law should allow limited surveillance for the sole purpose of protecting the asset. n252 Information about an employee's legal, off-duty activity, incidentally obtained as part of this exception to a general bar on after-hours monitoring, should not be used to discipline an employee. The law should prohibit an employer from expanding the scope of permissible monitoring by fabricating some attenuated link between the activity observed and the employer's amorphous interest in "reputation" or the like. n253 Some reasonable limits must be placed on snooping. This solution merely provides non-unionized employees with a sensible protection similar to ones  [*214]  that forward-thinking unions have already secured for their members. n254
4. Employee Access to Information
 
Employers should also provide interested employees with access to the information collected on their whereabouts. This provision would alleviate employee anxieties about a monitoring program and supply an inexpensive enforcement mechanism by empowering those with the greatest interest in making sure employers comply with the law with an ability to check for abuses. Providing employees with a "reasonable opportunity to review all personal data obtained by electronic monitoring of the employee," n255 as other electronic monitoring laws have proposed, would recognize employees' legitimate fears about how and what information might be used against them without placing onerous demands on employers, many of whom are already required under various laws to provide employees with access to their personnel files. n256
5. Enforcement Provisions
 
Finally, the enforcement provisions should be structured to minimize the burdens placed on employers who, in an unregulated world, could have enjoyed largely unfettered use of this technology. Like NEMA, a new law should provide both a floor for damages and a cap on the amount, n257 thus making employers more certain of the liability they risk if found in violation of the law's strictures. Similarly, "significant but not onerous," n258 civil damages and the absence of criminal penalties would help overcome employers' fears that this law  [*215]  will open them up to vast amounts of costly, needless litigation - a concern that has derailed past efforts to create employee privacy rights. n259 A narrow range of reasonable damages may also facilitate settlement and will prevent employees from dreaming up outrageous values for "privacy rights" that they might not have otherwise. n260 A conservative statute of limitations, a year or less, for example, could further limit the uncertainty regarding liability. n261
Administration of the statute, depending on the assigned agency, could also impact how burdensome employers find new restrictions. Given the nature of the law, the Department of Labor ("DOL") and the Equal Employment Opportunity Commission ("EEOC") may be the most obvious choices for the job. However,  [*216]  because of the nature of the technology involved, the law may fit within the jurisdiction of the FCC. Each agency could have a legitimate claim to regulate in this field.

If responsibility lands with the DOL, then the agency role might be limited to rulemaking and optional investigatory activities, because, consistent with other DOL-administered statutes, plaintiffs could be allowed to file directly in court (similar to the procedures for filing the previously discussed tort actions and wrongful discharge claims n262), without having to secure agency approval first. n263 In contrast, the EEOC, responsible for administration of the nation's anti-discrimination laws, consistently takes a more active role in lawsuits. In addition to offering employers guidance on how to comply with discrimination laws, n264 the EEOC screens cases and performs initial investigations in an attempt to assess the validity of a claim. n265 When the EEOC determines that cause exists to believe that the employer has violated the law, it attempts to reconcile the employer's and employee's interests and proceeds to trial if common ground cannot be reached. n266 If, however, the EEOC does not find cause, then the aggrieved employee receives a "right to sue" letter and has ninety days to pursue the case in federal court, without  [*217]  prejudice. n267 The process benefits employees who have free access to the materials collected through the EEOC's investigatory process if and when a federal suit becomes necessary. It also might appeal to employers, who would rather not litigate these matters if possible - although the process can be intrusive and expensive for them, as they must comply with EEOC subpoenas and site-visit requests, as well as expend additional legal fees to defend themselves, first during the administrative process, and second, in federal court lawsuits.

In creating the EEOC to manage discrimination complaints, "Congress recognized that the judicial system is not always the most efficient or best medium for resolving employment disputes," n268 and the same principle would seem to apply to the after-hours surveillance law proposed here. Additionally, the EEOC, with its long history of separating legitimate business needs from pretexts for discrimination, might be in the best position to identify justifiable uses of monitoring technology. However, the EEOC has been characterized as a cumbersome roadblock to the timely resolution of discrimination claims. n269 Some have also argued that the EEOC administrative process is impotent, fails to keep employment disputes out of court, and only adds a wasteful layer of bureaucracy to the filing process. n270 Adding another statute to its administrative load may only further stretch its already limited resources.

Alternatively, the FCC already regulates consumer privacy in the telecommunications industry, n271 and both the Automobile Association of America and the Cellular Telecommunications and Internet  [*218]  Association have asked the FCC to regulate GPS tracking devices. Thus, the FCC may also assume responsibility. n272 Unlike the DOL and the EEOC, the FCC has experience with implementing laws that limit how personal information can be collected and used against people. n273 Therefore, the FCC might be in a better position to weigh the interests of both employers and employees in determining appropriate limits for the use of GPS surveillance systems in the context of employment.

As this discussion illustrates, Congress will have to debate the merits of each agency's claim to oversee administration of this law. Given the mix of technology and employment issues present in the proposed legislation, no one agency clearly trumps the others in its abilities to execute the statute's provisions. Additionally, how Congress reacts to GPS surveillance in other areas might also impact the suitability of a particular agency. For example, if the FCC administers a statute dealing with customer privacy protections, an idea proposed in the Location Privacy Protection Act of 2001, n274 then oversight in the employment context might be a natural extension of the agency's responsibilities. Then again, ultimately, this proposal deals with an employment issue, and the technology used to track employees today might not fall under the jurisdiction of the FCC of tomorrow. The appropriate solution is unclear at the time of this Article's publication.

D. Responses to Criticisms of the Proposal
 
Two aspects of this proposal will, admittedly, draw the ire of several commentators. First, some employment law scholars believe that, in light of an imagined end to Congressional interest in employment law, demonstrated by the lack of any new provisions since 1993, future attempts to legislate in this arena will fail. Second,  [*219]  some scholars object to the continued piecemeal development of very specific worker protections. However, neither critique should discourage the pursuit of the proposal presented here.

Although failure and backlash from industry have characterized recent attempts to legislate on employment matters, n275 the narrow scope of a statute providing after-hours protection against employee surveillance does not threaten employer interests in the same way that more general restrictions on all employee monitoring did. Employers objected to the "modest regulations" in the PCWA and NEMA because the provisions prohibited a broad range of monitoring activities that infringed on the employers' ability to run legitimate training and quality assurance programs, n276 and not because modern employers were stubbornly aligned in absolute opposition to any further regulation of the employer-employee relationship. n277 During working hours, employers have a variety of business needs that electronic monitoring devices can serve most efficiently. Indeed, even GPS devices, when used within the limits of employers' business interests, have tremendous value as tools to improve efficiency in numerous areas. n278 The after-hours protection called for in this Article simply does not tread on similar interests that employers will be willing to fight tooth and nail to defend.

Likewise, complaints that a law focused only on covert, after-hours surveillance will further fragment the already scattered body of employment law are without merit. In reality, as the discussion in the preceding paragraph illustrates, broad worker privacy protections are not politically feasible. Although, given the effort that will likely go into its passage, a comprehensive statute establishing workplace privacy rights would be ideal from the employees' perspective, if past  [*220]  experience is any indicator, employees may just have to settle for remedying the most egregious intrusions. Additionally, while efforts should be made to define "electronic surveillance" as broadly as possible to accommodate new technology, we cannot realistically foresee every technological development that might be used to invade an employee's after-hours solitude in the future. n279 The immediate concern is to prevent after-hours tracking of employees using GPS devices. If a more expansive definition of "electronic surveillance" will rouse employer opposition, then the proposal should stay focused on the problem at hand and remain open to amendment in the event of future technological changes. n280
VI. Conclusion
 
GPS surveillance tools pose a new, immediate threat to the personal autonomy of employees, the likes of which we have not seen before. n281 As we explore the exciting new benefits this technology can offer, we must also embrace some limits on how employers use it to spy on employees. Moreover, we cannot delay this endeavor, for "individuals internalize each incremental step of encroachment, and thereby lose any sense that privacy was once possible in the encroached upon area." n282 Protection must be provided before our  [*221]  notion of a personal identity, separate from our identity as an employee, fades completely. n283
Although some might object to yet another law addressing "a particular, narrowly defined invasion," n284 because more general protections against employee monitoring have failed to win approval, this Article advocates only for a solution to the most egregious form of employee surveillance: the after-hours location-based tracking of employees. Such protection represents a realistic attempt to establish at least some employee privacy protections. My proposal is a small step, but it is nonetheless a step in the right direction. Moreover, it would establish the line beyond which employer surveillance clearly goes too far. This would be a significant accomplishment in a field that has not seen much of a legislative response to the increasing threats to worker dignity and autonomy posed by technological advances. n285 Additionally, this proposal recognizes that employers have significant and legitimate interests that GPS tracking technologies can serve. Employees cannot realistically expect the law to completely disregard the lobbying power behind these interests, just as employers cannot expect employees to welcome Big Brother with open arms. As is often the case in the law, balancing these interests is an essential part of finding an appropriate place for GPS surveillance technology in the private workplace.

As an aside, even though the law currently poses few obstacles to the practice, employers should still carefully consider the decision to track a mobile workforce. Such activities could extend employer liability not otherwise imputable to the employer. Recall that under  [*222]  the doctrine of respondeat superior, an employer can incur vicarious liability for the activities of its employees, and the scope of this responsibility depends, in part, on the employer's ability to control the employee's actions. n286 "The more information an employer has about its employees' activities, then the greater the scope of "foreseeable' activity and less likely an employer will be able to argue that a particular employee was in fact [not acting within the scope of his employment]." n287 In monitoring for the purpose of reducing liability, employers who interject themselves into the off-duty personal activities of employees may inadvertently create a link to these pursuits that spawns more employer liability. n288 Furthermore, in addition to its effects on liability, employers should also consider the impact of GPS surveillance on worker morale - which studies show to be significant. n289 While the laws do not regulate GPS monitoring practices just yet, social norms and the "creepiness factor" of anything likened to Big Brother should influence employers' decisions on whether to use this technology in the meantime.
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n288. Use of GPS tracking technologies can backfire on employers in other ways as well. For example, in an unreported decision from the Commonwealth Court of Pennsylvania, three judges upheld the Unemployment Compensation Board of Review's determination that the Township of Lower Frederick owed unemployment compensation benefits to a security officer who was dismissed when his manually recorded logs did not match a GPS report on his activities. Twp. of Frederick v. Unemployment Comp. Bd. of Review, No. 739 C.D. 2004 1-2 (Pa. Commw. Ct. Sept. 16, 2004), http://www.courts.state.pa.us/OpPosting/CWealth/unpublished/ 739CD04 9-16-04.pdf. The township's draconian policy required officers to log "every stop of 10 minutes or longer" and when the claimant failed to report some of his longer investigatory stops, he was terminated. Id. at 2. The court held that negligent reporting of on-duty activities did not constitute the "willful misconduct" sufficient to justify denial of an unemployment benefits claim. Id. at 7; see also McMaster v. Coca-Cola Bottling Co., No. C04-4642MHP, 2005 WL 289982 (N.D. Cal. Feb. 4, 2005) (requesting a refund of a $ 3 per day "personal use" fee assessed for use of company vans because employees carried GPS-enabled phones and were arguably on the clock); Nat'l Workrights Inst., supra note 47, at 9 (cautioning that after-hours monitoring may have financial implications under federal wage and hour laws because "under some circumstances, employees who are on call are considered on duty for purposes of overtime calculation"). 

n289. See supra notes 23-24 and accompanying text. 
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